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What's New in Integrity 4.5

Assure Policy Enforcement Inside and
Outside the Enterprise

Advanced Cooperative Enforcement™ for Wired

and Wireless LANs

- Enforces comprehensive endpoint security on all PCs that
access the enterprise network from inside the perimeter.
Enables Integrity integration with over 200 network
assess devices — including many switches and wireless
access points — from more than 22 leading vendors
supporting the industry standard 802.1x Extensible
Authentication Protocol (EAP).
Supports rogue wireless access blocking with 802.1x-
enabled switches.

Value: ensures that no PC, no matter how it

accesses the enterprise network, can spread infections or allow

intrusions because it lacks required security or because

enforcement has been disabled.

Enhancements in Zone Labs Integrity Agent

and Flex v4.5 meet customers’ need to:

e Assure policy enforcement inside and outside the
enterprises

e Secure employee use of public instant messaging
services

e Scale Integrity deployments at the lowest cost
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Advanced Cooperative Enforcement with Nortel
VPNs
Enforces comprehensive endpoint security on all
remote PCs that access the enterprise network using
Nortel Contivity VPNs.
Value: ensures that no Nortel VPN user lacking required
security becomes a conduit into the enterprise for destructive
infections and intrusions.

Personal
Lockdown
Configure and

Policy Central Manageability and

periodically update end users'
disconnected policies using Integrity Server. Lock down
disconnected policy rules and/or upload disconnected
log events if desired.

Value: makes it easier to prevent or limit use of laptops for

non-enterprise Internet use, and helps administrators remediate

poorly configured Flex personal polices.

Secure Employee Use of Public Instant

Messaging Services

Instant Messanging Security for Integrity 4.5

« Protects enterprises whose employees use the AOL
Instant Messenger, Yahoo Messenger, and/or MSN
Messenger services and the software that supports their
protocols.
Enables central management of message encryption,
harmful content filtering, service and feature usage
controls, unsolicited communication blocking, and usage
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and event reporting.

Value: lets enterprises gain the productivity benefits of the most
rapidly growing method of Internet communication while
keeping their data and networks secure.

Scale Integrity Deployments at the Lowest
Cost

Up to 75,000 connected users per Integrity Server

+ Provide policy enforcement and updates to as many as
75,000 users concurrently connected to the enterprise
network with a single Integrity Server.

Value: minimizes the TCO of high volume Integrity

deployments.

Other Enhancements
Integrity Server certified on Windows Server 2003 and
Windows Server 2000 SP4
Improved remediation resources for out-of-compliance
end users: auto-generated sandbox page for each
Advanced Cooperative Enforcement™ rule with optional
redirect to 3rd party download site
Central management of parent process and Outbound
MailSafe controls
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More flexible location-based firewall rules that let an
administrator specify a source or destination gateway
with or without an associated |IP address

- Client monitoring by computer name and MAC address
for easier tracking of Integrity deployments
Default firewall rules for applications that allow all traffic
or block all traffic other than that explicitly allowed or
blocked by the administrator

About Zone Labs, Inc.

Zone Labs was founded by a team of software industry veterans
to fulfill a vision of safe and secure Internet access for all. Today,
Zone Labs is a world leader in PC security and one of the most
trusted brands in Internet security. Recently named the worldwide
leader in personal firewall software by IDC, Zone Labs security
solutions protect more than 25 million PCs and 700 enterprises
around the globe. With years of experience working with all sizes
and types of enterprises, Zone Labs has established a reputation
as a stable and trusted business partner.
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